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COMMENTS OF PARAMOUNT PICTURES CORPORATION
IN RESPONSE TO THE NATIONAL BROADBAND PLAN WORKSHOP ON
THE ROLE OF CONTENT IN THE BROADBAND ECOSYSTEM
Paramount Pictures Corporation (“Paramount Pictures”) hereby submits these comments
for the purpose of demonstrating the threat to the Federal Communications Commission’s goal
of ubiquitous broadband adoption from unrestrained intellectual property theft online.
Paramount Pictures is a global producer and distributor of filmed entertainment.1 A division of
the leading global entertainment content company Viacom Inc., Paramount Pictures is part of a
family of major pay television producers that includes MTV Networks and BET Networks and
more than 20 television networks like MTV, Nickelodeon, Comedy Central and BET.
As explained more fully in the comments of the Motion Picture Association of America,
Inc. (“MPAA”), which are being filed as part of this proceeding contemporaneously with these
comments, the National Broadband Plan can only serve as a successful road map for ubiquitous
broadband if the government recognizes the vital role that high quality, high value content plays
in driving adoption of new technologies. Compelling content is an essential ingredient in the
consumer Internet experience and a key driver of broadband adoption. At the same time, online
copyright theft represents one of the most significant threats facing the motion picture industry
today.
As described below, a variety of increasingly sophisticated web sites and technologies are
being deployed today to facilitate the widespread transmission of unlawful content online. These
comments are intended to provide an overview both of the scope of this threat and the ease with
which consumers can access copyrighted material on unlawful web sites that have no legitimate
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right to transmit this content. Paramount Pictures submits that the tremendous threat posed by
piracy, as detailed herein, warrants an aggressive response. Accordingly, Paramount Pictures
urges the Commission to adopt the policy proposals described in the MPAA comments, which
are incorporated herein by reference.
These comments also are intended to bolster the video presentation provided by Frederick
Huntsberry, Paramount Pictures' Chief Operating Officer, on September 17, 2009 at the FCC's
National Broadband Plan Workshop entitled “The Role of Content in the Broadband
Ecosystem.”2 As this summary of the presentation makes clear, online piracy poses a threat to
content owners, consumers and the government's policy goals alike.3
Summary
In the weeks following the worldwide theatrical release of Star Trek, Paramount Pictures
counted more than 5 million IP addresses downloading localized version of 6 camcorded copies
of the movie. Complete peer-to-peer (P2P) downloads of a motion picture can take more than a
day, so instantaneous online streaming has seen a surge in popularity. Just five years ago, one
had to be computer literate and exceedingly patient to pirate movies. Today, literally anyone
with an internet connection can do it. Clunky websites are being replaced by legitimate looking
and legitimate feeling pirate movie websites, a perception enhanced by the presence of premium
advertisers and subscription fees processed by major financial institutions. It is clear that piracy
has advanced from geek to sleek.
As measured by leading Internet analytics firm Alexa, nearly one-third of the world’s top
100 most highly trafficked websites -- Google.com, Rapidshare.com, Megaupload.com,
Mininova.org, Yahoo.com, Youtube.com, Bing.com and others -- provide access to or host
pirated content. These websites and Internet applications that can either host pirated movies or
direct consumers to pirated movies fall into six categories: aggregators (zml.com), cyberlockers
(rapidhare.com), search engines (google.com), leech sites (watch-movies-online.tv), user
generated content sites (megavideo.com) and P2P networks (Mininova.org). Many receive
financial support from premium advertisers, like Tivo, Citibank, Ann Taylor, and even Netflix,
who may be unaware that their ads have been placed on sites featuring illegal content, and
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payment processors like Visa and MasterCard. They are exceedingly professional and
legitimate-looking, which can be deceiving to consumers who provide sensitive financial
information to these criminal enterprises and put themselves at risk for consumer fraud or
identity theft. These trends are made all the more problematic given that internet-enabled TVs
have arrived.
For its part, Hollywood has embraced broadband and the distribution possibilities it
offers. Paramount Pictures has over 200 digital distributions deals with big and small partners
like iTunes, Amazon, Nokia, Sony Playstation, Microsoft Xbox360 and Seagate. These business
arrangements will fail, however, if their main source of competition remains “free by theft”
movies easily available on the Internet.
Fundamentally, the prevalence of pirated material online provides a strong disincentive to
invest in motion pictures and other professional video content, which are well-understood to be
key drivers of broadband adoption. As more fully described in the comments of MPAA in this
docket, content creators and internet service providers must have the legal and regulatory
flexibility to use technological tools in partnership with Internet service providers to stem the
tide of online copyright theft.
Star Trek: A Case Study
Star Trek kicked off the 2009 summer film box office for Paramount Pictures.4 The
movie was theatrically released in select countries on May 6th and rolled out worldwide two days
later on May 8th. The first pirated copy was made available on DVD and the Internet on May 8th
using a video camcorder placed in a theater. Based on unique markings imbedded in each print
of the film, but invisible to viewers, Paramount Pictures was able to determine that the stolen
copy originated from a Russian theater and was considered to be of “fair” quality. The attached
“Piracy Propagation Chart” outlines the proliferation of stolen copies of Star Trek across the
world in the days and weeks following its release.5
Once the first copy (with Russian language) was made available via the Internet, it was
quickly localized by online “release groups” who married that video image with stolen copies of
just the soundtrack (easily and discretely recorded directly from the headphone jack in the theater
seat) in every language in which the film was released. Following the Russian release,
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“camcorded” copies emerged on the Internet within days from the Philippines, the Ukraine,
Spain, Germany and the United States. Quality drives consumption in markets both legal and
illegal, and demand soon shifted to the high quality Ukrainian copy. All told, just 6 camcorded
copies of Star Trek were released on the Internet, but once the high quality Ukranian version was
discovered, further versions were unnecessary and the release groups could turn their attention to
the next major theatrical release.
By the end of August, Paramount Pictures counted over 5 million worldwide unique IP
addresses downloading a copy of Star Trek using forensic technology provided by Bay TSP. By
comparison, approximately 35 million people attended the film in theaters. As staggering as
these piracy numbers may seem, they tell only part of the story. Illicit digital film downloads,
which can take an entire day to complete on a P2P network, are now complemented by streaming
video versions available almost instantaneously, and the Bay TSP calculations do not include
video streams. Streaming video is particular appealing to consumers, as hulu.com and
youtube.com have learned, and that appeal has been exploited by sophisticated criminal
syndicates now operating professional-quality but illegal websites.
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Piracy Has Advanced From Geek to Sleek
Just five years ago, one had to be computer literate and exceedingly patient to pirate
movies. Today, literally anyone with an internet connection can easily find illegal movies.
Lengthy downloads are being replaced with instantaneous streaming and clunky websites are
being replaced by legitimate looking and legitimate feeling websites, a perception enhanced by
the presence of premium advertisers and subscription fees processed by major financial
institutions.

Indeed, a typical Internet user can now find pirated movies via the world’s most popular
websites, often with just a few keystrokes. As measured by leading Internet analytics firm
Alexa, nearly one-third of the world’s top 100 most highly trafficked websites -- Google.com,
Rapidshare.com, Megaupload.com, Mininova.org, Yahoo.com, Youtube.com, Bing.com and
others -- provide access to or host pirated content.
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Paramount Pictures recognizes six types of websites and Internet applications that can
either host pirated movies or direct consumers to pirated movies: aggregators, cyberlockers,
search engines, leech sites, user generated content sites and peer-to-peer (P2P) networks.
•

Aggregators: Aggregators like zml.com provide direct downloads of pirated
films in a variety of file formats and in high quality for a per movie or monthly
subscription fee.

•

Cyberlockers: Cyberlockers allow users to upload a file in exchange for a
unique URL which they can then share with others via social media like Facebook
and Twitter. While cyberlockers have legitimate uses, they are also used to pirate
content with an easy-to-use, one-click upload interface and integrated social
networking tools.

•

Search engines: Major search engines like google.com, yahoo.com, bing.com
and others provide quick and easy access to pirated movies through keyword
searching, and in some case, sponsored search results.
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•

Leech Sites: Leech sites have a mutually beneficial relationship with
cyberlockers. Leech sites provide links to the content in cyberlockers and
elsewhere without hosting any of the content themselves.

•

User Generated Content Sites: User generated content sites permit consumers
to upload video files and are a large source of pirated content.

•

P2P: P2P applications like Bittorrent and Limewire and the network of “torrent”
websites that support them like thepiratebay.org and mininova.org, remain a large
source of pirated films.
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Examples

Aggregator: Zml.com
Zml.com represents an emerging business model for pirate movie websites. In addition
to a slick and consumer-friendly user interface, zml.com provides direct download access to
pirated movies via sophisticated search and recommendation engines, all for a monthly
subscription fee payable by major credit cards. Some of the content is hosted by zml.com while
other content is pulled from cyberlockers and P2P networks, but the experience is seamless for
the subscriber. According to comScore statistics, zml.com had over 3.1 million unique visitors
in the month of August 2009. About 1 million of those visitors were from the United States.
The site’s U.S. traffic has increased by almost 1,363% since August 2008.
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Cyberlockers: Megaupload.com and Rapidshare.com
Megaupload.com and Rapidshare.com are examples of “cyberlockers” that permit easy
uploading and distribution of pirated movies via links shared on social media websites.
Although these sites have legitimate uses, they attract millions of viewers because they offer
access to free movies and other stolen content. Rapidshare.com is the 18th most popular site in
the world according to Alexa, and comScore reports the site having over 77 million unique
visitors in the month of August 2009, approximately 4.3 million of which came from the United
States. Cyberlockers are growing in popularity as evidenced by comScore’s reported 105%
increase in U.S. traffic for Rapidshare since August 2008. Notably, RapidShare has a
membership rewards program which benefits those who drive traffic to the site by uploading
content and publishing the location. The site also reportedly pays out 20 euros for each new
customer referral.
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Search Engine: Google
Search engines provide quick and easy access to pirated movies. If one types in “watch
free movies” on Google, the first three unsponsored search results are “leech” sites with links to
pirated movies. The fourth search result is Hulu.com, a legitimate video site.

– 10 –

Leech Sites: watch-movies-links.net and watch-movies-online.tv
Watch-movies-links.net and related URLs like watch-movies-online.tv collect links to
cyberlockers and other storage sites hosting pirated movies. According to comScore, watchmovies-links.net had over 13.1 million unique visitors in the month of August 2009. About 5.8
million of those visitors were from the United States. The site’s U.S. traffic has increased by
almost 254% since February 2009. On any given day, watch-movies-links.net and watchmovies-online.tv have multiple links to camcorded versions of films released theatrically the
prior weekend. With two simple clicks, a user can instantly start streaming the movie and
expand the viewer to full screen for an optimal experience similar to video on demand or
legitimate online rental via Netflix.
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User Generated Content: MEGAVIDEO.com
Many of the leading user generated content sites like dailymotion.com and youtube.com
have partnered with the content industry to implement effective copyright filtering and other
measures to combat piracy.6 Others, like MEGAVIDEO.com have not and permit uploading of
pirated material.
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P2P: Mininova.org
Mininova.org is a P2P torrent site that is ranked 89th by Alexa. Pirated books, software,
video games, music, movies, and tv shows are available via the site. A user needs only to have
P2P software installed on their computer to begin downloading. A simple search for “Star Trek
2009” yields 209 torrents, including copies of the DVD and Blu-Ray before those products have
even hit store shelves. According to comScore, Mininova.org had over 30 million unique
visitors in the month of August 2009. About 3 million of those visitors were from the United
States. The site’s U.S. traffic has increased by almost 64% since August 2008.
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Role of Advertisers and Financial Institutions
In the past, many of the sites described here received financial support from
advertisements for the adult entertainment industry and were unlikely to offer subscriptions
through legitimate payment processors. Today, these sites are often supported by legitimate and
premium advertisers like Tivo, Citibank, Ann Taylor, and even Netflix. As these ads are often
purchased through and placed by ad brokers, advertisers may be unaware of the unlawful activity
they are supporting.
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Some of these sites are supported by subscription fees processed by major payment
processors and financial institutions. Zml.com offers users a $29.99 per month subscription to
get camcorded movies that can be transferred to an iPod or burned to a DVD.

Zml.com accepts Visa and Mastercard and includes a McAfee Hacker Safe icon to further
add to the air of legitimacy. Paramount Pictures research revealed that the site has no licensing
arrangement with McAfee and the use of the icon is unauthorized. Because the site looks
legitimate, it could deceive consumers into unknowingly providing sensitive financial
information to criminal enterprises, putting them at risk for consumer fraud or identity theft.
These trends are made all the more problematic given that internet-enabled TVs have
arrived. According to Forrester Research’s “The Year of the Connected TV” report, there will
be 1 million internet-connected televisions in the United States this year.7 That number is
expected to grow rapidly as the consumer electronics industry builds this functionality into all
7
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television sets. Open source applications like “dropboxee,” which are available for use on these
devices, make it easy to bring pirated content into the home and onto the big screen.
Hollywood Embraces Broadband
Each major motion picture studio has a distribution organization charged solely with
licensing films for digital distribution. Paramount Pictures has over 200 distribution deals for
over 750 films, in over 50 countries and 25 languages with big and small partners like iTunes,
Amazon, Nokia, Playstation, XBox, and Seagate. These deals deliver content to the consumer
on the platform or device they desire. They will fail, however, if their main source of
competition remains “free by theft” movies easily available on the Internet.
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Conclusion
The flood of stolen content currently available online – including every major theatrical
film within hours of release – poses an immediate threat to the motion picture industry, which in
2007 supported 2.5 million jobs, $41.1 billion in wages, and had a trade surplus of $13.6 billion.8
The prevalence of pirated material online provides a strong disincentive for investment in motion
pictures and other professional video content, which are well-understood to be key drivers of
broadband adoption. Consumers are at risk for fraud or identity theft when they are deceived
into providing sensitive financial information to professional quality pirate websites. As more
fully described in the comments of MPAA in this docket, content creators must have the legal
and regulatory flexibility to use technological tools in partnership with Internet service providers
to stem the tide of online copyright theft.
Respectfully submitted,
VIACOM INC.
On behalf of
Paramount Pictures Corporation
By: ______________/s/___________________
Keith R. Murphy, Vice President,
Government Relations and Regulatory
Counsel
Viacom Inc.
1501 M Street N.W., Suite 1100
Washington, D.C. 20005
(202) 785-7300

October 30, 2009
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